DHMH HIPAA Advisory
Industry and mainstream press are now alerting the health industry to additional upcoming requirements (and opportunities) imposed under HIPAA.  HIPAA is the acronym for the federal Health Insurance Portability and Accountability Act of 1996.  HIPAA’s previously implemented provisions have eased the portability (transferability) of health insurance coverage for people changing employment. 

Another major portion of HIPAA, titled “Administrative Simplification,” is aimed towards increasing health care system accountability and preventing fraud and abuse.  Congress also required the federal Department of Health and Human Services to develop a program to simplify the filing and payment of health insurance claims by promoting the use of electronic claims.  In concert with the expansion of electronic claims, HIPAA also compels the development of systems for protecting the security and privacy of health care information.

Transactions and Code Sets 
HIPAA’s Administrative Simplification regulations are being published in stages.  They require payers, providers, and claims clearinghouses to establish capability, with protections, standards, and other requirements, for the transmission, storage, and handling of covered health care information.  The regulations are primarily designed to promote the development of electronic data interchange (EDI).

The Transactions and Code Sets standards regulation is final, with a compliance date of October 16, 2002.   Nearly all health plans have taken advantage of an opportunity to elect a one year extension of the Transactions and Code Sets deadline, to October 2003, by filing a compliance plan with DHHS.

That regulation, found at 45 CFR Parts 160 & 162, requires covered health plans to receive and process electronic health care claims and related transactions using standardized health care data formats and codes.  Violation of this regulation will subject the violator to a civil monetary penalty.  Eventually, as payers adapt to electronic claims, providers will also have to learn to bill electronically in order to be paid.


A major consequence of this regulation will be the loss of local codes employed by state agencies to tailor their own systems to unique provider or local needs.  The large number of local codes will be consolidated into a smaller set of national codes. A consequence of this reduction will be less flexibility for states in paying providers.

Privacy

The most controversial aspect of the HIPAA Administrative Simplification regulations is the regulation covering privacy of health care information. Comprehensive federal regulations addressing privacy of health care information, found at 45 CFR §§ 160 & 164, will go into effect on April 14, 2003.  (Small health plans with annual receipts of less than $ 5 million will have an additional year).  These regulations have undergone considerable revision and restructuring during several comment periods, resulting in changes as recently as August 2002.

For health care entities familiar with the Maryland Confidentiality of Medical Records Act, which has been in effect since 1991, the principles of proposed federal HIPAA privacy are quite similar, but federal medical privacy brings new challenges. The federal regulations are far more detailed and prescriptive than Maryland statutes in the way they regulate privacy of health records.  
By federal statute, HIPAA regulates only “covered entities,” which are health plans, claims clearinghouses, and providers that transmit certain health care transactions in electronic form. HIPAA does not regulate, beyond the covered entities, either persons (except for criminal acts) or the information disclosed.  For health information disclosed outside covered entities, confidentiality is not protected.   In order to bridge part of this gap in protection, HIPAA requires covered entities which use outside parties in their treatment, payment, or health care operations to enter into private "business associate" agreements with these third parties to protect confidentiality.

Congress adopted a general rule that any HIPAA medical privacy statute, standard or implementation specification “shall supercede any contrary provision of State law, including a provision of state law that requires medical or health plan records … to be maintained in written rather than electronic form.” (42 USC § 1320d-7(a)(1)).  However, conflict between state and federal law is not presumed, and whenever possible, state and federal provisions are construed in a manner to make them compatible.  

In practice, HIPAA preemption is not a wholesale federal preemption of the field of privacy law, but rather a national floor of medical privacy protection.  Specific preemption rules apply to determine whether federal or state law governs in a particular area. Congress made federal rules inapplicable in two major areas, providing for administrative determination of two other types of exceptions, and did not preempt state law when the state provision is “more stringent” than the federal provision. Health lawyers in Maryland are developing materials to assist health entities in determining which law applies to govern a particular health disclosure situation.
The major area in which HIPAA exceeds Maryland law already in effect involves the administrative requirements.  Health care businesses and professionals have to determine what type of entity designation under HIPAA best fits their health care operation.  The entity must then designate a privacy official who educates on HIPAA, implements procedures and receives complaints.  Personnel must be trained in HIPAA.  Appropriate administrative, technical, and physical safeguards must be put in place to protect the security of health information.  An entity must be able to demonstrate that it sanctions workforce members who violate HIPAA.

HIPAA contains a requirement that providers with direct treatment relationships with patients make a good faith effort to obtain written acknowledgement of receipt of a provider’s “notice of privacy practices” as soon as practicable during the first delivery of services.  The notice of privacy practices is one of the major administrative requirements mandated by HIPAA.  Thus, forms such as the already mentioned business associate agreement, notice of privacy practices, and authorization to disclose will need to be drafted.  Others such as a data set agreement, trading partner agreement, and chain of trust custody agreement, to cover transactional or security needs may also need to be drafted. 

HIPAA and Maryland privacy law have virtually identical criminal penalties.  Knowingly obtaining or using identifiable health information, a unique health identifier or disclosing individually identifiable health information to another in violation of HIPAA or MCMRA subjects the person to a fine of up to $50 thousand, and one year of imprisonment, but if done with false pretenses, a fine of up to $100 thousand and 5 years imprisonment, and if with intent to sell information for commercial advantage, personal gain or malicious harm, the fine may be up to $250 thousand with up to 10 years imprisonment.  

Maryland law and HIPAA employ different civil remedies.  HIPAA has an administrative fining process through the DHHS Office of Civil Rights.  Violation of HIPAA subjects the person who violates the regulations to a civil fine of up to $100 per incident and a maximum fine of $25,000 per year.  In Maryland, occupational and facility disciplinary officials process reported violations of MCMRA.  In addition, under MCMRA, a person who violates the act may be sued in state court for actual damages.  No comparable private right of action exists under HIPAA. 

In 2000, the Maryland General Assembly created a State Advisory Council on Medical Privacy and Confidentiality. The major interest of the Council at this juncture is HIPAA's projected interaction with state confidentiality law.  The State Advisory Council may make recommendations to the General Assembly regarding the coexistence of HIPAA and Maryland privacy law.

Security





Proposed Security regulations were published in mid-year 1998.  To date, these regulations have not been finalized.  Under the proposed security regulation, every health care organization that electronically stores or transmits health information is required to maintain reasonable and appropriate security standards to protect the information both within and outside the organization.  Each organization is required to perform a security self-evaluation, then develop security objectives which include administrative procedures, physical safeguards, technical security services and technical security mechanisms.  Specific personal accountability is required under the regulations.  A major legal component of the security standards will be the development of chain of trust partnership agreements for outside agencies handling protected health care information. 

Federal law supercedes any state law on security standards.  Enforcement will be by a DHHS civil regulatory system. Violation of this regulation will subject the violator to civil monetary penalties.

Sources for Additional Information

The starting point for the detailed provisions of HIPAA is the official DHHS website, found at http://aspe.hhs.gov/admnsimp/


Other non-governmental web sites include:

http://www.wedi.org
http://www.nchica.org
http://www.hipaadvisory.com/
Providers in Maryland should contact the Maryland Health Care Commission, which has developed a guide to privacy readiness and is assisting industry with EDI and other Administrative Simplification compliance.  Its web site is:

http://www.mhcc.state.md.us.


